ElkM1 URC Integration Guide

PRODUCTS

EL

Version: 2.1.0 PRODUCTS
Date: Tuesday, April 18,2023
Authors: Richard Mullins




Contents

Overview 4
Installation .5
IMIPOIE TCMu ettt as e ss s as s es e bbb bbb as b s e s b as b e s s b s e e e R s ss s aa s s s s A ebas s s bassesasben s sensasastesantanens 5
Add the MOAULE 1O YOUT PIOJECT.....cierieeriresirisisesesessesessstssssssssssssssssssssssssssssssssssssssssssssssssssssssesssssssssesssssssssesssssssssesssssssssessssens 6
INSTALL COTE MOTULE.....ceceieeercecic ettt bbbt sessns 6
INSTALL INEEITACE MOAULE......eeee e 6
NETWOIK SEELINGS....vuieeeeieeeereeieer et ssesesssssssssesssssssssssssssssssssssssssssssssssassssessssssssssssasssssssssesssssssasssssssssesssssnsesssssssssssssessssnnsns 8
System Parameters 9
COTE MOAULE....cueieii st e s e b bbbt bacs 9
LICENCE [FEQUITEA].cuueurereereeeeeeieiieieieeiseietetaesse st tsse bbbt s bbbttt bbb baen 9
FUNCLION K@Y TEXE [OPTIONAL]. ettt ettt ses st bbb b sttt sttt e s stsst e bastacs 9
COdE LENGEN [OPLIONAL]e.ctuieieircenceeiireieieiei ettt ssse et es s ess s sss bbb s es bbbt s sassenns 9
Ethernet Reconnection Timer [OPTIONAL]. ..ot ieessessesse e sasssesse et ssse s s s sssessesse s sassssessessssases 10
Debug mode and L0gging [OPTIONAL]u . ieerrereererereresesisestsistssasssss e sssessessesssssssssssssssssssssssssssssssessssssssessessesssnssses 10
INEEITACE MOAULES.......eeee ettt bbbt 10
ArEa NUMDET [FRUITEA] e ittt s ssessess s e sase s ess s s sssss s e st s sssssessess s ssssssassssessbsssasssnsssssanssens 10
Area NamMe [OPLIONAL] ...t ss s bbb 10
Z0NE LiSt DELAY [OPLIONAL]cureuiuririrrereeririririreieetrets sttt sttt st sse s ass e s s st sttt s s st s st s esssassseseesseanenssnnens 11
Two Way Commands 12
ZONE TTIGQEN oueveetreeetereeiestesstssesssssesstssastessstsssssssessssesassssssassessssasssssssasassassssassssessssessassssessssessesassessssssssessstessessssessssesssssssossssassssassoses 12
OUEPUL DNttt s ettt ssas e st as bbbt b e e as bbb s bbb e b et es st e b et s e basbeb et es b bes b et s s abasbessebesbabesbabessebantesantensns 12
OUEPUL OF F ettt ettt e ss bbb s 4444t 12
FUNCLION KEY CONTIOL.cciuitiiiieicieicieestetctees e teses s sests b esas s s bessssas s s s s s sas s esas e b et basses et ebasses et essssessatessasessasassasassesessessssasassane 12
ACTIVALE TASK.ueuiitriinieiicineieii ettt ss e e e bbbttt bbb enes 12
SENA MESSAGE TO LUD ...ttt ettt sttt sas e sas e st bbb as b e e as st n s bbb s s e e b as s as b sas b s sssas s snsssasssas 12
LIGNEING QN ettt csse b bsse s e bbb R s b bbb 13
LIGNEING OFF .ttt ettt sb bbb bbb bbb 13
LIGNTING TOGQLE.... ittt st st s s st ss s s s s s s s s e s s e s en s s e s s e s s ee st snsssssenssssnssnsssassssnsrnsnes 13
Device Events 14
AN SEATO...oeoeeeeettie ittt R R RS R et 14
ATINING STALUS ..ottt sssssssssssse s e s s s s s ss s s s st en e ben s s sasses s et ss s s s esessasessssnsasensasessssesssssnsssassssssssansasansasaes 14

Page 2



Alarm State

SYSTEM SEALE....ceetetcecteee ettt st s e as s bas s bbb s e b e b as e s e bbb e b b e bR et A b b e b s s e b e e b e b es st bebas b eb et st basbeb et st benbns

Zone Status

Page3




Overview

The ELK M1 URC IP module allows for full control over the ELK or Ness M1 Gold alarm panels. The module
provides user interfaces for all of the current URC touchscreens, hand held remotes, phones and tablets.
Using this touchscreen interface you can arm and disarm the panel, check the current status of any zone in
the current partition and read through the logs. All six function buttons are also available on the home page
for triggering common commands. The function buttons can have custom labels applied and the areas can
also be named using system parameters.

1st Floor riaying EIK M1 Room

House Armed with Exit Timer

Armed Away

Zone 1 (Ready)

Home

@

Test Zone (Ready)

Zones
Night Arm Front Gate

@ ‘ Front Door Garage Door Police

Log
September 7, 2020

@ Mute @ @

The module is designed using the Core / Interface style. The Core module handles all communication and

would typically live in your common room. The Interface modules can be placed in the room that is in the
area they are associated with, for example you may have one in the living room, with a second interface in
the garage. The module will only display the relevant zones and arm and disarm the correct area. The current
status of the alarm will be shown on the interface, including displaying anything that might be blocking an
action (zones that are in alarm while trying to arm for example).

The module also provides a number of events that can be used for more advanced automation, like using the
security sensors to trigger lights. In addition to the sensors there are events for the current arming status
(Disarmed, Armed Away, Armed Stay, etc), the arming status (armed with Exit timer, Ready to Arm, etc), the
alarm state (Burglary, Police, Fire, Entry Delay, etc) and the system state (AC Fail, Battery Low, Comms
Failure, etc).

In addition to the automation events a full range of Two Way commands are available to turn zones on and
off, trigger auxiliary outputs, run tasks, trigger the functions keys, send a text message to the LCD on the
code pad and trigger lighting.
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Installation

To install the module, you will need to do the following

Import TCM

From the file menu, Import TCM Files

B Total Control Module Library Import &
Look in: | distribution [s - | (< e il
* MName Date modified Type
: | TElkRT tem2 6/04/2021 3:24 PM TCM:z
Quick access
Desktop
m
Libraries
This. PC
g [
Metwork d b
File name: | ElkM1tcm2 - | Open
Files of type: [ Total Control 2.0 Module Library {*tem2) - Cancel
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Add the module to your project
In Step 4. Add Other Drivers. You will need to install both the Core module (once) into a shared room and
then an interface module into all of the rooms you wish to use.

Install Core Module
Step 1 - select a room for the module

Step 2 - select My

Step 3 - select IP Database

Step 4 - select AUX

Step 5 - select ELK

Step 6 - M1 GOLD (double click)

W w -

“ My Database Program

0o
O

1.Mame & 2.Add 3.Add URC |4.Add Other

Accelerator 3 - C:\code\URC\URC-EIkM1\ELKM1—MRXﬁ%}J-TEST.tcB

Tools Communications
= %fc &
% g O

Help

(U]

%

5.Base Station 6.Metwork 7.Properties 2.4V Inputs 3.URC Audio

1
Subsys

&3

w
=
=
=]
]
o

L2

s

HD

o %

—
0o

11.Edit User 12.Macro 13.Punch 14.Themes

N

Download

B--E 3rd Floor

‘=3 Elk M1 Room [Interface]

Location Rooms Devices Devices Setup Setup Manager & Outputs Setup tems Interfaces Editing Through & Graphics
System Designer Download & Test
Project Tree Step 4 Add Non-URC Devices - Rack
@ Work
- ~
5 @ Rack ol o =
----- MRX-30 Master [Pri
_____ & Android T:tfletr [Primary] a.Add Selected Modules  b.Create New Driver  c.Test
""" Android Phane 1.5elect Room : 5.5elect Brand : 6.5elect Model : 7.View Function List
----- iPhone Mobile
..... [ iPad Mobile Rack E[':(DWMAIN M1 GOLD [Core]
..... = Elk M1 Gold [Core] E— = ROOM [Interface]
E—JD 1st Floor ey
----- [ Trc-1080 < selectia a,;f '
(@) @
[5] TOC-7100 CIuRC @ my
..... == Elk M1 Room [Interface] 3.5elect Module Type :
E—JE 2nd Floor |IP Database - |
[l ™*P-5600 4.5elect Category @
------ == Elk M1 Room [Interface] |a'-'.UX N |

Ready

MNUM

Install Interface Module
Step 1 - select a room for the module

Step 2 - select My

Step 3 - select IP Database
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Step 4 - select AUX
Step 5 - select ELK
Step 6 - ROOM (double click)
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Network Settings

Finally go to Step 6. Network Settings and Choose Non URC Devices. In the IP Address field enter the IP

address for the M1 Gold. Optionally you can enter a value for the port (if you've require something different
from the default) or just leave it on the default - 2101.

ﬂ | B & - Accelerator 3 - Chcode\URC\URC-EIkM1\ELKM1-MRX30-TEST.tc3 o B OER
“ My Database Program | Toaols Communications Help 3.01.03111
&% Ak = & " 0 = =
B Yy & — UG . O J
© Cte & ® T 3 & 0 e e -
1.Mame & 2.Add 3.Add URC 4.Add Other 5.Base Station 6. Metwork|7.Properties 2.4 Inputs S.URC Audio  10.URC  11.Edit User 12.Macro 13.Punch 14.Themes Download
Location Rooms Devices Devices Setup Manager & Outputs Setup Subsystems Interfaces Editing Through & Graphics
System Designer Download & Test
Project Tree Step 6 Network Settings: Other Devices
@ Work
5 @ Rack s = =
ﬁ :nR:r_::g 'Irtll:bslzetr [Primary] a.LAN & Wifi | b.URC Device | cMon URC Device
[ Andreid Phone i :
= ) Ping Response:
iPhone Mabile Foom | Device | IF Address | Port |
@ iPad Mobile Rack Elk M1 Gold 192.168.1.100 2101 |
== Elk M1 Gold [Core]
=] 1st Floor
E] Ping
TRC-1080
Selected
[ Toc-7100 T
= Elk M1Room [Interface]
= @ 2nd Floor
0 Txr-s600
= Elk M1Room [Interface]
=] 3rd Floor
== Elk M1 Room [Interface]
Ready MNUM
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System Parameters

Core Module

The EIkM1 core module does not require any parameters, but there are several available.

All system parameters are entered in the following format

KEY=VALUE

The following table details the system parameters that work with this module.

KEY VALUE
LICENCE Thelicence code
FINUM] Change thelabel for the specified function key
CODE_LENGTH Specify the length of the user codes (4 or 6)
CONNECTION_TIMER Specify the timein seconds for connection checks
DEBUG Putsthe moduleintoits debug mode

Licence [requried]
The licence code you were given when you purchased the module. If this is left blank the module will
automatically enter a trial period.

Function Key Text [optional]
The text that appears on the function keys in the URC screens can be set using the F1, F2, F3, F4, F5 and Fé
system parameters. For example

Fi1=Lock Door

Code Length [optional]

By default the system accepts 4 digits as the length of code for the purposes of arming or disarming. If you
have used a different code length you can configure that with the CODE_LENGTH parameter. If this is left
blank the driver will defaujlt to using 4 digits.

CODE_LENGTH=6
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Ethernet Reconnection Timer [optional]
There is a timer in place that regularly checks the ethernet link to the panel and forces a reconnect if the

connection gets lost. By default this check happens one every 60 seconds, but it can be configured using the
CONNECTION_TIMER parameter. The time is in seconds.

CONNECTION_TIMER=120

Debug mode and logging [optional]

TO enable logging from module startup, you need to add the DEBUG parameter and set it to ON. This is
important to make sure we capture all the details at the module initialisation, including the results of the
licence connection, and the initial connection to the device. This will write log files to the processor that can
be retrieved by URC support. If you need to fetch the logs, please add this parameter and restart the
processor. You will need to contact URC support to fetch the logs for you.

DEBUG=0ON

Interface Modules

The Interface module has a number of optional parameters but its likely you will want to set the AREA
parameter to suit your system. The default is 1 but if you have more than one area it is a required setting. It is
best practice to set this parameter even if you are only using one area.

KEY VALUE
AREA Set thisinterfacetothe specified ELK area
NAME Setsthe name of the area
ZONE_LIST_DELAY Setsthetimethezonelist staysvisible after the systemreturnstoready toarm

Area Number [required]

Each interface module needs to have an area associated with it, in the same way you would associate a
keypad with an area. The parameters requires the area number only, do not use the name. The parameter
name is AREA and is set in the Module Parameters section. For example

AREA=1

Area Name [optional]

The area name defaults to Area 1, Area 2 etc. Using the NAME parameter you can set the label that gets
displayed int he user interface to a name that you specify. This parameter is for changing the user interface
only, it does not need to match anything in your Elk project. For example, if you want the label in the user
interface to be Main House you would use

NAME=Main House
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Zone List Delay [optional]

The zone list is displayed when arming if any of the zones are not sealed. It stays visible until the system is
ready to arm at which point, after a short delay, the list is cleared. You can change the time it takes before
the list is cleared using this parameter. The delay is specified in seconds, so the example below would leave
the list of zones visible for 5 seconds after the system is Ready To Arm.

ZONE_LIST_DELAY=5
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Two Way Commands

The EIkM1 module has a number of Two Way commands that can be used to turn devices on and off as well
as setting scenes.

Zone Trigger
The zone trigger command allows you to override a zone as if it had been triggered directly. This requires the
zone number as a parameter.

Output ON

This command can be used to trigger an auxilliary output to turn on for a period of time, set by the Timeout
parameter. Alternatively, if the timeout is set to 0 the output will remain on. This command requires two
parameters, the output number and the timeout in seconds.

Output OFF

This command can be used to trigger an auxilliary output to turn off. This command requires one parameter,
the output number.

Function Key Control
The Function Key Control command allows you to trigger one of the four function keys programmed into the
specified keypad. This command requires two parameters, the function key number and the keypad number.

Activate Task

The Activate Task command can be used to activate one of your pre-programmed tasks. This command
requires one parameter, the task number.

Send Message to LCD

This command allows you to send a text message to be displayed on the splecified LCD keypad. The message
can be up to 2 lines and can include a beep tone to be played on the keypad. You can also determine how
the message gets cleared. The command requires 6 parameters, The keypad number, a timeout for the
message in seconds (this may be ignored depending on what you select for the last option), message line 1
and 2 for the actual text you wish to display, a choice if whether to add a bepp from the keypad when the
message is displayed, and finally how the message will be cleared.
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Lighting ON
The lighting ON command can be used to turn on the load with the address you specify. The addresses need
to be entered in X10 format so you will need to check how to translate those addresses for the lighting

system you are using.

Lighting OFF
The lighting OFF command can be used to turn off the load with the address you specify. The addresses
need to be entered in X10 format so you will need to check how to translate those addresses for the lighting

system you are using.

Lighting Toggle

The lighting OFF command can change the state of the load with the address you specify. If the load is
currently on this will turn it off, alternatively if it is off this will turn it on. The addresses need to be entered in
X10 format so you will need to check how to translate those addresses for the lighting system you are using.
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Device Events

Arm State

The Arm State event will trigger when the current state of the alarm matches the option set in the state
parameter is met for the area you specify. This event takes two parameters, the area number you want to
track and the arm state you are need to raise the event for.

Events
Disarmed
Armed Away
Armed Stay
Armed Stay Instant
Armed Night
Armed Night Instant

Armed Vacation

Arming Status

The Arming status event event will trigger when the status of the panel matches the option set in the state
parameter is met for the area you specify. Be careful when using this event as these states change very
regularly. This event covers the exit delay which can be useful for turning off lights, etc. This event takes two
parameters, the area number you want to track and the arming state you are need to raise the event for.

Events
Not Ready
Ready
Ready for Force Arm
Armed with Exit Timer
Armed Fully
Armed with Force Arm

Armed with Bypass
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Alarm State

The Alarm State event will trigger when the current alarm type matches the option set in the state parameter
is met for the area you specify. This event also covers the Entry delay which can be used for turnming on
lights, etc. This event takes two parameters, the area number you want to track and the alarm state you are
need to raise the event for.

Events
Entry Delay
AlarmAbort Delay
Fire Alarm
Medical Alarm
Police Alarm
Burglar Alarm
Aux1Alarm
Aux2 Alarm
Aux3Alarm
Aux4 Alarm
Carbon Monoxide Alarm
Emergency Alarm
Freeze Alarm
GasAlarm
Heat Alarm
Water Alarm
Fire Supervisory

Verify Fire

System State
The System State event will trigger when the current system state matches the option set in the state
parameter. This event covers the Low Battery Warning which is useful to associate with a notification macro
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(our Notification Suite for example) to let you know the batter needs to be replaced. This event takes one
parameter, the Trouble state you want to raise the event for.

Events
ACFail
Box Tamper
Comms Failure
EEPROM Fail
Low Battery
Low Battery Transmitter
Over Current
Phone Fault
Out2 Trouble
Missing Keypad
Zone Expander Trouble
Output Expander Trouble
Remote Access
Common Not Armed
Flash Memory Error
Security Alert
Serial Port Trouble
Lost Transmitter
GE Smoke CleamMe

Ethernet Trouble

Zone Status

The Zone Status event will trigger when the specified zone status matches the state in the status parameter.
This event can be used to check if a zone has triggered normally, for example to use the sensor as a lighting
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sensor, but also to test if there is a fault or the zone has been tampered with. This event takes two
parameters, the zone number you want to track and the status you are need to raise the event for.

Events
Normal Unconfigured
Normal Open
Normal EOL
Normal Short
Not Used
Trouble Open
Trouble EOL
Trouble Short
Not Used
Violated Open
Violated EOL
Violated Short
Not Used
Bypassed Open
Bypassed EOL

By passed Short
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